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Problem Description

Solution

Email Reputation Services (ERS) is an anti-spam strategy that could effectively blocks 80% of spam at its source. It
identifies the source by validating the IP address of the SMTP server that sent the email against Trend Micro's
Real-Time Blackhole List (RBL) and QIL databases. ERS then blocks the email if the databases do not enlist the IP
address.

Also, the way IGSA queries the databases will depend on the selected ERS setting. Using the Low Setting only
enables IGSA to check the RBL database while using the High Setting allows IGSA to initially query the RBL
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database and then the QIL database.

Definition of Terms:

RBL . The database that includes IP addresses of SMTP servers where spam originates or considered as
spam open relay hosts. IGSA categorizes the IP addresses as permanent sources of spam.

QlL . The database that enlists IP addresses of SMTP servers where spam originates or classified as
spam open relay hosts. Also, IP addresses listed in this database are frequently changing. IGSA
considers the IP addresses as impermanent sources of spam.

Rate this Solution
Did this article help you?

® Yes © No Please provide your comments to help us improve this solution.

SUBMIT

*This form is an automated system. General questions, technical, sales and product-
related issues submitted through this form will not be answered.

http://esupport.trendmi cro.comnvsol uti orven-us/ 1032639.aspx 9/25/2013 12:59 PM



Understanding the Email Reputation Services of InterScan Gateway Security Appliance (1G...

SECURITY SOFTWARE ENTERPRISE PRODUCTS
PRODUCTS OfficeScan

Home and Home Office Deep Security

Small Business Mobile Security

Data Center and Cloud InterScan Web Security

Endpoint and Mobile Devices InterScan Messaging Security

Network and Web ScanMail for Microsoft

Messaging and Collaboration Exchange

Security and Risk Management Control Manager

HouseCall

Free Antivirus Tools

Home & Home Office Store ~ Small Business Store Become a Partner

Asia Pacific Region (APAC): Australia / New Zealand, Fi[E, B, ({8012, &

THREAT INFORMATION

Security Advisories
Threat Encyclopedia
Blogs

Social Media
Forums

Webinars

Simply Security

Service Providers

Latin America Region (LAR): Brasil, México

SUPPORT

Download Center
Home & Home Office

Business

Europe, Middle East, & Africa Region (EMEA): France, Deutschland / Osterreich / Schweiz, Italia, Poccus, Espafia, United Kingdom / Ireland

Participate in Research ~ Privacy Statement  Legal Policies  Sitemap

http://esupport.trendmi cro.comnvsol uti orven-us/ 1032639.aspx

ABOUT TREND MICRO
Contact Us

Careers
Newsroom
Investor Relations

Webcasts & Events

30f3

North America Region (NABU): United States, Canada

Copyright © 2013 Trend Micro Incorporated. All rights reserved.

9/25/2013 12:59 PM



